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VULNERABLITIES

“Weakness in an information system, system security procedures, internal controls, or
implementation that could be exploited or triggered by a threat source.” = NIST CSRC

VULN DBS:

e https://www.exploit-db.com/

e https://vuldb.com/

e https://vulners.com/

e https://www.cve.org/

e https://www.cvedetails.com/

e https://cxsecurity.com/

e https://www.vulnerability-lab.com/
e https://osv.dev/list

e https://security.snyk.io/vuln

e https://www.tenable.com/cve

e https://packetstormsecurity.com/files/
e http://www.routerpwn.com/

WORDPRESS:
e https://www.wordfence.com/threat-intel
DEFAULT LOGIN CONFIGS:

e https://github.com/danielmiessler/SecLists/blob/master/Passwords/Default-Credentials/default-p
asswords.csv

e https://datarecovery.com/rd/default-passwords/

e https://default-password.info/

e https://www.urtech.ca/2011/12/default-passwords/

NETWORKS:

e https://www.routeripaddress.com/defaults.html

e https://www.router-reset.com/default-router-password-lookup

e https://www.routerpasswords.com/

e https://portforward.com/router-password/

e https://weprivacy.com/default-router-passwords-logins/

e https://www.whatismyip.com/router-login/

e https://www.cleancss.com/router-default/

e https://proprivacy.com/router/guides/default-router-login-details
e https://networkappers.com/tools/default-router-password-list

e https://routersecurity.org/resources.php#DefaultRouterPasswords

CAMERAS:

¢ https://www.ispyconnect.com/docs/ispy/default-camera-passwords
e https://hitechmv.com/list-of-every-ip-camera-default-username-password-and-ip-address/
e https://www.techage.com/blogs/news/what-is-default-user-name-and-password-for-camera-kit
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